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"The most profound journeys often begin
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Hi 👋, I'm Marlon Frade.
INTRODUCTION

Hello, and welcome to the "Learn
Programming with Web3" series. My name is
Marlon Frade, and as a Software Developer, I
work on cutting-edge projects for Web3 and
create solutions using Artificial Intelligence.
My passion for technology has led me to
become a mentor in AI at an international
hackathon, where I had the privilege of
guiding participants from all over the world.
By sharing my expertise, I’ve contributed to
some of the most innovative Web3 projects. I
firmly believe that through technology, we
can build a future with more opportunities
and fewer social and intellectual inequalities..

With the Web3 revolution and the increasing
demand for skilled professionals in this area, I
recognized the need for accessible and
practical educational materials. My goal is to
guide anyone—regardless of their experience
level—on a journey to becoming a proficient
programmer, capable of creating innovative
solutions for the future of the internet.

This first volume introduces programming
fundamentals, laying the groundwork for
advanced topics like smart contract
development and dApps. It's designed for
both beginners and those with prior
knowledge, offering a clear, progressive
learning experience. Prepare to explore the
potential of programming and the Web3
universe together!

@MARLONFRADE



  When we talk about blockchain, we cannot start with code, protocols, or
even Bitcoin itself. To truly understand why blockchain exists, we need to
take a step back and ask: how do we, as ordinary citizens, perceive the
financial system we live under?

For most people, the financial system is a black box. Money comes in,
money goes out, banks control the flow, and governments regulate the
rules. We swipe our cards, receive digital paychecks, pay bills online—and
rarely stop to question how any of it is structured, or who truly benefits.
Yet behind this apparent normality lies a complex web of trust, power,
and control.

Blockchain did not emerge out of nowhere. It was born in a context of
distrust—in governments, banks, corporations, and institutions we once
relied upon. And if you look closer, that distrust hasn’t gone away; it has
only deepened.

CHAPTER 1

How Do You
Perceive the
Financial System?

Distrust as the Default

   Think about the 2008 financial crisis. It revealed how fragile the system
really was. Excessive credit cycles, speculation, and opaque financial
instruments nearly brought the global economy to its knees. Here in
Brazil, as in many other countries, we felt the ripple effects for years.



This wasn’t the first crisis, and it certainly won’t be the last. Economists
from the Austrian school have long argued that the system is designed to
collapse in cycles of credit and debt. And every collapse reinforces the
same lesson: trust in centralized systems comes at a high cost.
But it’s not just governments or banks we distrust. Look around:

We distrust corporations like Big Tech, which own our data and
influence our decisions.
We distrust politics, where corruption often outweighs public interest.
Sometimes, we even distrust those closest to us—family, partners,
colleagues.

This may sound pessimistic, but it reflects a deeper truth: human trust is
fragile. And yet, our entire financial system is built on the assumption that
we will continue trusting these fragile institutions.

The Financial Pyramid

To understand this imbalance of power, imagine a pyramid.
At the bottom: us, the everyday workers, the “mortals” who produce,
consume, and survive within the rules of the system.
Above us: governments, politicians, and military forces.
Above them: corporations—energy, communication, and technology
giants that shape the infrastructure of modern life.
Higher still: commercial banks—local and global players like Citibank,
HSBC, Bank of America, and Goldman Sachs.
Then come the central banks—the regulators of commercial banks.
Above them: supranational institutions such as the IMF and World
Bank.
And at the very top: the Bank for International Settlements (BIS), the
“bank of central banks.”

This pyramid concentrates power upward while keeping ordinary people
at the bottom. And above even the BIS, one could argue, lies an invisible
elite—the individuals and entities with enough influence to steer the
entire system. Whether you call it conspiracy or structural reality, the
question remains: how much do we really know about the forces
controlling our economic lives?



Henry Ford’s Provocation

The industrialist Henry Ford once said:

“It is well enough that people of the nation do not understand our banking
and monetary system, for if they did, I believe there would be a revolution
before tomorrow morning.”

That statement is more relevant today than ever. Most people don’t
understand how money is created, how debt is multiplied, or how global
financial policies are dictated. And because they don’t understand, they
accept situations that harm them. They accept inflation eroding their
savings. They accept bailouts that protect banks but not citizens. They
accept the illusion of stability.

Ford’s warning was not just about economics—it was about power
through ignorance.

The Opening for Blockchain

This is the environment in which Bitcoin and blockchain appeared:

A world tired of cycles of crisis.
A society skeptical of governments, banks, and corporations.
A population searching for alternatives to fragile trust.

Blockchain introduced something radical: a system where trust shifts
from institutions to mathematics, cryptography, and consensus
mechanisms.

But before diving deeper into that solution, we need to recognize the
problem: we live in a period of skepticism, and skepticism demands
alternatives.

⚡ Developer Insight

“Understanding blockchain isn’t about speculation or quick profits. It’s
about knowing how trust works—and why code might be more reliable
than institutions.”



CHAPTER 2

From
Cryptography to
Cypherpunks
The Foundations of Blockchain (1970–1990s)

   To understand how blockchain became possible, we need to revisit the
decades that quietly laid its foundations. Between the 1970s and 1990s,
breakthroughs in cryptography, computing, and digital culture created
the perfect storm for what Satoshi Nakamoto would later assemble into
Bitcoin. 

These were not random inventions but building blocks—each solving
fragments of a problem humanity didn’t yet fully recognize: how do we
build trust without institutions?

The Birth of Public-Key Cryptography (1976)

   In 1976, Whitfield Diffie and Martin Hellman introduced public-key
cryptography. This innovation allowed people to encrypt information
using a pair of keys—one public, one private—creating the basis for
secure communication on open networks.

This was revolutionary. For the first time, you could exchange data
securely without needing to first establish a secret key in private.
Without this, Bitcoin would not exist. Every blockchain transaction today,
every digital signature, and every wallet address trace back to this
breakthrough.



Early Experiments with Digital Money (1980s–1990s)

The 1980s brought attempts at electronic cash:

David Chaum’s eCash (1983) → A vision for private, cryptographically
protected digital money.
DigiCash (1989) → A company based in the Netherlands aiming to
commercialize Chaum’s ideas.

The focus was privacy: enabling individuals to transact without exposing
identity or transaction details. But DigiCash failed. Why? Because it was
centralized. By relying on a single company’s servers, it became a target—
legally, politically, and economically. 

Competing with governments’ monopoly on money was never going to
be tolerated. Still, these failures taught a crucial lesson: digital money
cannot survive if it is centralized.

The Rise of Personal Computing and the Internet (1990s)

By the 1990s, personal computers were no longer exotic—they were
household items. The internet began its explosive growth, but security
was almost nonexistent. Data traveled unencrypted, leaving every
message vulnerable to interception.

At the same time, corporate giants emerged to dominate this new era:
Microsoft, IBM, Apple, and later Google. Control of digital infrastructure
was quickly consolidating, raising the same questions of trust and
centralization that blockchain would later challenge.

⚡ Developer Insight

“As devs, we sometimes forget that even our simplest blockchain
transactions rest on decades-old cryptographic math. Bitcoin didn’t
invent crypto—it weaponized it for freedom.”



The Cypherpunk Manifesto (1993)

     In 1993, Eric Hughes published the Cypherpunk Manifesto, a short but
powerful declaration that reshaped the digital movement. Its core belief:
“Privacy is necessary for an open society in the electronic age.”
Cypherpunks weren’t waiting for governments or corporations to
guarantee privacy. 

     They built software that anyone could use to protect their
communications, identities, and transactions. They laid down the
principle that would guide Bitcoin: code is law.

Out of this culture came innovations like:

Anonymous messaging systems
Digital signatures
Early experiments with decentralized money

The cypherpunks reframed cryptography as a tool of social resistance—
not just academic theory.

Hashcash and the Fight Against Spam (1997)

Adam Back’s Hashcash (1997) was another milestone. It wasn’t money
yet, but it introduced the idea of requiring computational work to send
messages, as a way to fight spam. This “proof of work” concept would
later be one of the cornerstones of Bitcoin.

In essence, Hashcash asked: “Before you send something, prove you
spent real computational energy.”
This solved one problem (spam) but seeded the solution to a bigger one:
how to make digital money scarce in a world where data can be copied
infinitely.



The Shadow of Financial Crisis (Late 1990s)

     By the late 1990s, the seeds of the U.S. subprime mortgage crisis were
already being planted. These risky loans would grow into the financial
collapse of 2008—the exact moment Bitcoin would be unleashed.

The stage was set:

Cryptography made private, secure transactions possible.
Failed attempts like DigiCash proved centralization was
unsustainable.
Cypherpunks demanded privacy and sovereignty in the digital world.
Proof-of-work experiments hinted at how to enforce scarcity online.
A brewing financial storm highlighted the failures of centralized trust.

Looking Ahead

These decades didn’t give us Bitcoin directly, but they gave us the
blueprint. By the early 2000s, everything was ready for someone to
connect the dots. And when Satoshi did, he didn’t invent out of thin air—
he assembled cryptographic building blocks, cypherpunk ideals, and a
reaction to systemic financial distrust into something unstoppable.

⚡ Developer Insight

“Every failed experiment, from DigiCash to Hashcash, was a prototype for
Bitcoin. As devs, we know failure is never wasted—it’s iteration.
Blockchain exists because others failed first.”



CHAPTER 3

The Road to Bitcoin
From P2P Networks to the 2008 Financial Crisis (1990–2010)

   The late 1990s and early 2000s were not just the rise of the internet—
they were the period when the final building blocks of blockchain were
assembled. This era gave us peer-to-peer systems, distributed network
paradigms, and ultimately the financial collapse that created the perfect
moment for Bitcoin’s birth.

New Attempts at Digital Money (1998)

  Following the failures of DigiCash, new pioneers stepped forward:

Nick Szabo’s Bit Gold (1998): One of the most important precursors to
Bitcoin. Szabo not only proposed this digital money system but also
coined the term “smart contract” in the 1990s—a concept that would
later power platforms like Ethereum.
Wei Dai’s b-money (1998): Another cypherpunk proposal for
electronic cash, described in a mailing list post. Though it never
materialized as a functioning system, its ideas inspired Satoshi
Nakamoto directly.

These were more than failed projects—they were conceptual blueprints.
Bit Gold introduced the idea of combining proof-of-work with
decentralized records. B-money imagined a community-driven, ledger-
based system. Both became intellectual ancestors of Bitcoin.

⚡ Developer Insight

“In dev terms, Szabo and Dai wrote the pseudocode. Satoshi just shipped
the production version.”



The Peer-to-Peer Revolution (Late 1990s–2000s)

     At the same time, peer-to-peer (P2P) networks transformed how data
moved across the internet.

Napster (1999): File sharing for music—pioneering but centralized, and
quickly shut down.
Gnutella, Kazaa, Morpheus, eMule (2000s): Fully P2P file-sharing
networks.
BitTorrent (2001): A robust protocol that distributed files across
millions of nodes, proving that decentralization made systems
censorship-resistant.

The contrast became clear:

Client-server model: centralized, efficient, but fragile. Take down the
server, and the system dies.
Peer-to-peer model: decentralized, redundant, and resilient. As long
as one node survives, the network persists.

This lesson would echo directly into blockchain: remove the central point
of failure, and you remove the system’s weakest link.

Distributed Paradigms and Persistence

P2P was more than a technical experiment—it revealed a new paradigm:
distributed persistence.

In centralized systems, information disappears if the server is shut down.
In decentralized systems, information is replicated across all nodes.
Shutting down the network means shutting down everyone, which is
nearly impossible.

This property—resilience through distribution—became one of
blockchain’s most powerful characteristics.



The 2008 Financial Meltdown

     While technologists experimented with P2P and digital money, the
financial world marched toward disaster.

In the late 1990s, U.S. banks began offering subprime mortgages—
loans to people without sufficient income or collateral.
Banks ignored the risks, believing they would be bailed out by central
banks if things went wrong.
Mortgages were bundled into complex securities and resold, hiding
their true risk.
By 2008, the inevitable collapse came. Major banks became insolvent,
culminating in the bankruptcy of Lehman Brothers on September 15,
2008.

The crisis spread like wildfire: from the U.S. to Europe, and then globally. It
exposed the fragility of a system built on reckless credit, opaque financial
engineering, and blind trust in centralized institutions.

Satoshi Nakamoto Enters (2008)

In this exact moment of collapse, Satoshi Nakamoto emerged. In late
2008, he shared the now-famous Bitcoin Whitepaper:

“Bitcoin: A Peer-to-Peer Electronic Cash System”

It was posted to the cypherpunk mailing list, outlining a system for
decentralized digital money. It solved the long-standing problem that
Chaum, Szabo, Dai, and others had struggled with:

How do you create money without a central authority?
How do you ensure trust without trusting institutions?
How do you make digital value scarce in a world where data can be
copied infinitely?



Satoshi’s genius wasn’t inventing everything from scratch—it was
combining cryptography, P2P networks, proof-of-work, and distributed
consensus into a single, functional system.

And crucially, Bitcoin wasn’t proposed as a financial speculation tool. It
was framed as an alternative to the broken financial system, launched
during the very moment that system was collapsing.

⚡ Developer Insight

“The Bitcoin whitepaper wasn’t just code—it was a manifesto. It declared
that trust could be engineered, not granted. For devs, it was the proof
that architecture can be ideology.”

Closing Thoughts

From 1990 to 2010, the pieces finally came together:

Early electronic cash (b-money, Bit Gold)
Peer-to-peer resilience (Napster, BitTorrent)
A global crisis that shattered trust (2008)
The Bitcoin whitepaper

What had been theory, experiments, and failures for decades became
reality. Blockchain was no longer an idea—it was alive.



CHAPTER 4

The Emergence of
the First Blockchain
(Bitcoin)

 The emergence of blockchain is inseparable from the birth of Bitcoin.
Unlike the later separation of concepts, in the beginning both were
essentially the same thing. The term “blockchain” was only
popularized after Bitcoin gained traction, but originally it was just the
underlying structure of the Bitcoin system.

On October 31, 2008, the pseudonymous figure Satoshi Nakamoto
released the Bitcoin White Paper titled “Bitcoin: A Peer-to-Peer
Electronic Cash System”. This was not published in a traditional
academic journal, but rather shared on a cypherpunk mailing list,
where cryptographers and privacy advocates discussed radical ideas
about cryptography, decentralization, and individual freedom. This
choice reflected Satoshi’s alignment with cypherpunk values: privacy,
anonymity, and resistance to centralization.

The Core Proposal

“Bitcoin was designed as peer-to-peer electronic cash, opposing the
client-server model of centralized financial systems. It introduced the
possibility of sending value directly from one person to another
without intermediaries.
In his paper, Satoshi highlighted failures of the traditional financial
system, which served as the philosophical foundation of Bitcoin:
Obsolete processes: cross-border transfers were slow, restricted to
banking hours, and expensive.



Fractional reserve banking: banks lend far beyond their deposits,
creating systemic risk if too many customers withdraw at once.

Interventionism: central banks and governments bail out failing banks,
socializing private losses at the expense of taxpayers.

Cycles of crisis and unemployment: systemic inefficiencies
perpetuate economic instability.

Unnecessary intermediaries: multiple layers of brokers, banks, and

Satoshi’s proposal was an alternative system: decentralized, transparent,
and built on mathematics and cryptography rather than trust in
centralized institutions.

Ideological Roots: The Cypherpunk Influence

The Cypherpunk Manifesto (1993) emphasized privacy, open-source
cryptographic tools, and individual freedom. Bitcoin drew directly
from these principles, attracting libertarians, anarcho-capitalists, and
economists from the Austrian School, while remaining open to anyone
regardless of ideology.
The technology is public and open-source, ensuring no single group
or government can claim ownership or control.

Technical Innovations

Bitcoin introduced several groundbreaking innovations:

Distributed ledger: a chain of blocks storing transactions in a tamper-
resistant structure.
Asymmetric cryptography: public keys (like account numbers) and
private keys (like passwords) enabling secure ownership and
transactions.



Game theory incentives: miners are rewarded for maintaining the
network, making cooperation more profitable than attacks.
Digital scarcity: only 21 million BTC will ever exist, enforced by
protocol rules. Rewards for mining halve approximately every four
years until new issuance ends around 2140.
Double-spending solution: Bitcoin prevents the same digital asset
from being copied and reused, solving a problem that plagued earlier
attempts at electronic money.
Trustless architecture: instead of trusting banks, users trust the
algorithm, which is transparent and verifiable by anyone.
Resistance to censorship: no single point of failure, making it nearly
impossible for governments or corporations to shut down the system.
Pseudonymous privacy: transactions are transparent on the
blockchain, but identities are not directly tied to addresses.

The Genesis Block and Political Statement

On January 3, 2009, Satoshi mined the Genesis Block (Block 0) of the
Bitcoin blockchain. Embedded in it was a message taken from the
London Times:
“Chancellor on brink of second bailout for banks.”
This was not a coincidence. It was a deliberate critique of the banking
system’s dependency on bailouts and the unfair burden placed on
ordinary citizens to cover institutional failures.

The Enigma of Satoshi Nakamoto

Who is Satoshi Nakamoto?

No one knows. It could be an individual or a group.
Satoshi disappeared from public view in 2010–2011, leaving the
community to continue development.
Addresses believed to belong to Satoshi hold a significant number of
bitcoins, untouched for years.



Philosophy and vision:
Deep skepticism of central banks and governments.
Belief in decentralization as a path to greater financial freedom.
Rejection of previous centralized electronic money attempts that
failed under regulatory or legal pressure.

Whether alive or not, Satoshi’s legacy is the birth of a decentralized
digital financial system that continues to operate and grow without
his involvement.

Impact and Legacy

Bitcoin marked the digitization of value on the internet. For the first
time, money could be transferred natively online, without
intermediaries.
It forced the financial industry to rethink its inefficiencies and pushed
governments, banks, and corporations to explore blockchain-based
innovations.
Despite early skepticism, Bitcoin demonstrated that decentralization
works: it remains secure, transparent, and globally operational to this
day.



CHAPTER 5

The First Years of
Bitcoin: From Birth
to the Pizza Day

On January 3, 2009, the Genesis Block was mined by [[Satoshi
Nakamoto]]. Embedded within it was a powerful political statement:
“The Times 03/Jan/2009 Chancellor on brink of second bailout for
banks.” This single line forever connected Bitcoin to its mission — an
alternative to the centralized, inflation-prone financial system.

Shortly after, on January 12, 2009, the first transaction occurred
between [[Satoshi Nakamoto]] and [[Hal Finney]]. This moment was
not only symbolic but technically foundational. Hal wasn’t just an
early adopter — he contributed to the Bitcoin client code, stress-
tested the network, and validated the system’s resilience.

Early Attempts at Valuation

By October 2009, the New Liberty Standard attempted to price
Bitcoin. Instead of a market-based model, the value was calculated
by comparing energy costs of mining with the equivalent in dollars.
The price: fractions of a cent.

This shows how Bitcoin’s earliest valuation was tied to computational
work — an early precursor to understanding the concept of Proof of
Work (PoW) as digital scarcity.



Milestones in Adoption

December 2009: Version 0.2 of the Bitcoin client was released,
alongside the launch of bitcoin.org, the first hub for the community.

March 2010: The first Exchange emerged, functioning like a digital
currency bureau where Bitcoin could be swapped with dollars via
order books. This introduced market dynamics into the system, finally
enabling broader liquidity.

May 22, 2010 – Pizza Day: [[Laszlo Hanyecz]] spent 10,000 BTC on two
pizzas. This was the first real-world commercial transaction using
Bitcoin, proving its utility as money. Ironically, what was worth pizzas
then would later be worth billions — a lesson on exponential growth
and early risk-taking.

The First Crisis: A Critical Bug

On August 15, 2010, Bitcoin faced its most dangerous early challenge:
the Integer Overflow Bug.

Attackers exploited a flaw that allowed them to generate 184
billion BTC out of thin air.
The incident could have destroyed Bitcoin’s credibility and halted
adoption permanently.
Within 5 hours, developers patched the vulnerability, rolled out an
update, and the chain was restored.

⚡ Developer Insight

“This event is a case study in open-source crisis response. The speed
and coordination of the small dev team — without corporate structures
or centralized leadership — became a foundational example of how
decentralized systems could self-heal through community-driven
governance.”



The Rise of Exchanges and Custody Risks

2010 also saw the rise of Mt. Gox, which became the dominant
exchange. While it enabled massive adoption, it highlighted a crucial
vulnerability: custody of private keys.

This gave birth to the now famous mantra: “Not your keys, not your
coins.”

The lesson: holding Bitcoin on exchanges creates a centralized point
of failure — the exact opposite of what Bitcoin was designed to
prevent. This principle remains one of the core security philosophies
in crypto today.

Bitcoin Reaches $1

By July 2010, Bitcoin crossed the $1 milestone. From fractions of a
cent to one dollar in just over a year, it represented the first
exponential leap that turned miners, hobbyists, and early adopters
into pioneers of a financial revolution.

⚡ Developer Insight

Open-source resilience: The bug fix of August 2010 showed the
importance of transparent code and community-led rapid response.
Proof of Work as value anchor: Early pricing by energy costs
illustrated how computation underpins Bitcoin’s scarcity model.
Custody as critical risk: The Mt. Gox era established why self-custody
wallets are essential for true ownership.
Utility validation: Pizza Day symbolized the shift from theory to
practice — Bitcoin was no longer just an idea, but usable money.
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CHAPTER 6

The Infancy of
Blockchain: From
Bitcoin to Ethereum
The decade from 2010 to 2020 marked the true infancy and adolescence
of blockchain technology. While Bitcoin was born in 2009, it was in this
period that it faced its first real-world trials — black-market adoption,
government pressure, speculative bubbles, forks, and ultimately the rise
of Ethereum, which expanded the scope of blockchain beyond finance.

Bitcoin in the Shadows: The Silk Road Era

On January 2, 2011, Bitcoin began circulating in the infamous Silk Road,
a darknet marketplace where it was used to purchase illicit goods.

This was both a curse and a blessing: Bitcoin gained traction as an
uncensorable money, but its association with illegal trade branded it
with reputational risk.

Developers recognized here the dual nature of decentralization:
freedom from control can empower both legitimate and illegitimate
economies.

First Mainstream Milestones

By February 9, 2011, Bitcoin reached $1 and made headlines in
mainstream media, marking its first recognition outside of niche
forums.
On April 27, 2011, [[Satoshi Nakamoto]] disappeared, leaving his million
BTC untouched. From that day forward, Bitcoin became truly
ownerless, its governance fully distributed across the community.



⚡ Developer Insight

The disappearance of Satoshi was not a weakness but a strengthening of
decentralization. Without a leader, Bitcoin avoided the centralization risk
of being tied to a single authority.

Volatility and Early Bubbles

By June 2011, Bitcoin skyrocketed to $31 before crashing back to $0.01
after exchange hacks and speculation collapses.

These wild price swings birthed the recurring meme: “Bitcoin is dead.”
Every crash fueled obituaries, only for Bitcoin to return stronger.

Beyond Money: New Blockchain Experiments

Around 2011–2012, developers began asking: What if blockchain
wasn’t just money?

Early experiments like Namecoin (for decentralized domain names)
and Colored Coins (for tokenizing assets) laid the foundation for NFTs
and digital identity.

The concept of Smart Contracts emerged: self-executing code that
runs on a blockchain. This idea would later transform into Ethereum.

Institutional Resistance and the First Halving

By 2012, banks and governments started seeing blockchain as a
threat. Resistance intensified, with regulations, bans, and media
campaigns painting Bitcoin as dangerous.

That same year, the first halving occurred, reducing mining rewards
from 50 BTC to 25 BTC per block. This embedded programmed
scarcity into Bitcoin’s DNA.



Ethereum is Born

In 2013, [[Vitalik Buterin]] proposed Ethereum: a “Blockchain 2.0”
capable of programmable transactions. Instead of only moving
money, Ethereum would execute code — opening the door to
decentralized applications (dApps).

Ethereum’s crowdsale in 2014 raised about $16 million in Bitcoin. The
network officially launched in 2015.

Unlike Bitcoin, Ethereum was supported by the Ethereum Foundation,
sparking debates over centralization vs decentralization in blockchain
governance.

Mt. Gox Collapse and Market Winters

In 2014, Mt. Gox, then handling 70% of all Bitcoin trades, collapsed
after losing ~850,000 BTC. This was a wake-up call: centralized
exchanges are single points of failure.

Between 2014–2016, the market entered the so-called Crypto Winter.
Prices crashed, scams multiplied, and public trust wavered. But in the
background, developers kept building.

⚡ Developer Insight

Ethereum introduced the idea of “blockchain as a world computer.”
Developers could deploy programs (smart contracts) with guarantees of
immutability and censorship resistance. This was the leap from digital
gold (Bitcoin) to programmable money and applications (Ethereum).



Governance Crises and Forks

In 2016, Ethereum suffered The DAO hack, losing millions. The
community split:

One side rolled back the chain to undo the hack, creating
Ethereum (ETH).
The other side refused, preserving immutability, creating
Ethereum Classic (ETC).

In 2017, Bitcoin itself split via hard forks, most notably Bitcoin Cash
(BCH), driven by disputes over block size and scalability.

ICO Mania and the Birth of DeFi

From 2017 to 2018, the ICO boom erupted: projects raised billions by
issuing tokens on Ethereum. While many were scams, this proved
Ethereum’s utility as a capital formation platform.

2017 also saw Bitcoin hit $20,000, only to crash back in 2018.

Ethereum’s ecosystem gave rise to DeFi (Decentralized Finance),
protocols like MakerDAO enabling lending, stablecoins, and on-chain
governance.

⚡ Developer Insight

Forks demonstrate the political layer of blockchains. Code alone does not
rule — communities, miners, and developers negotiate the “social
consensus” that defines what version of the chain survives.



NFTs and CryptoKitties

Late 2017: CryptoKitties, one of the first viral NFT applications,
congested Ethereum, showing both the promise and the scalability
limits of smart contract platforms.

This was a stress test that foreshadowed the NFT explosion of 2020–
2021.

Regulation, Recognition, and Maturity

By 2015, the U.S. CFTC classified Bitcoin as a commodity, like gold or
oil.

In 2016, Japan recognized Bitcoin as legal tender, pioneering crypto-
friendly regulation.

By the end of the decade, major companies — Microsoft, Dell,
Overstock, and PayPal — had accepted crypto payments or
integrated blockchain projects.

The New Decade Approaches

By 2020, after another halving, Bitcoin entered a new bull cycle. The
DeFi explosion, NFTs, and Metaverse projects set the stage for
blockchain’s third act.

What began in cypherpunk forums was now attracting Wall Street,
governments, and Big Tech.



CHAPTER 7

Consensus
Algorithms: Proof-
of-Work vs Proof-of-
Stake

At the core of every blockchain lies a fundamental problem: how to
establish global truth without a central authority.

 In traditional systems, banks or servers decide which transactions
are valid. In blockchains, this decision-making is transferred to
consensus mechanisms.

These mechanisms combine cryptography, distributed networks,
data structures, and game theory to ensure that thousands of
independent nodes converge on a single shared state.

Foundations of Consensus

Asymmetric Cryptography
Every user owns a key pair:

Public Key → like an account number.
Private Key → the password used to sign transactions.

This enables self-sovereign identity without relying on central
registries.



Game Theory & Byzantine Fault Tolerance

Consensus must be resilient to malicious actors.
Incentives are designed so participants find it more profitable to
support the network rather than attack it.

Cryptographic Hashes

Each block is given a unique identifier (hash).
Immutability comes from chaining: each block references the
hash of the previous one.
Changing a single block invalidates the entire chain.

Proof-of-Work (PoW): Digital Mining

Introduced by Bitcoin in 2009, PoW requires miners to spend
computational power solving mathematical puzzles.

Process:
Miners gather transactions into a block.
They compete to find a valid hash.
The winner publishes the block and receives block rewards + fees.
The network replicates the new block across all nodes.

Characteristics:

Security comes from computational cost: attacking requires
controlling >51% of total hashrate.
Bitcoin mines blocks roughly every 10 minutes.
Mining has industrialized — specialized ASIC farms dominate the field.

⚡ Developer Insight

PoW is battle-tested and resilient, surviving countless attacks since
2009. But it is energy-inefficient and tends toward centralization in large
mining pools. If I were designing a blockchain today, PoW would only
make sense when extreme security is the absolute priority.



Proof-of-Stake (PoS): Validation by Ownership

Created as an alternative to PoW, PoS replaces computational power
with financial stake.

Process:
Validators lock (stake) tokens of the network.
The chance of validating a block is proportional to stake size and
time staked.
Validators sign blocks cryptographically.
Other validators audit, with penalties (slashing) for fraud.

Characteristics:

Requires no expensive hardware → more accessible.
Blocks validated quickly (Ethereum PoS: ~12 seconds).
Environmentally sustainable → ~99% less energy than PoW.

⚡ Developer Insight

PoS improves efficiency and inclusivity, but introduces risks: token
concentration, governance manipulation, or misconfigured slashing. In
projects I design, I recommend hybrid PoS models with randomness and
community governance to avoid plutocracy.

PoW vs PoS – Quick Comparison



Consensus as Governance

Consensus mechanisms are not just technical protocols — they are
political systems.
PoW shifts power to those who control energy and hardware.
PoS shifts power to those who control capital and governance tokens.
The key lesson: blockchains are socio-technical systems, shaped by
incentives as much as by code.

⚡ Developer Insight

PoW = proven resilience, but energy-heavy and hardware-centralized.
PoS = scalable and efficient, but must defend against plutocracy.
Consensus = economics + politics + software, not just cryptography.
When designing blockchains or dApps, always map attack vectors in
both code and incentives.



CHAPTER 8

Smart Contracts
and Ethereum

Until now, we’ve explored how blockchains establish consensus and
record the global state of truth. But consensus alone is not enough —
if Bitcoin represents the ledger, then Ethereum represents the
computer built on top of it.

This chapter introduces the computation layer: the foundation that
transforms blockchains from financial transaction systems into
programmable platforms.

From Transactions to Computation

In Bitcoin, every block records who sent money to whom.

In Ethereum, blocks can store and update more complex states:
Ownership of digital assets (NFTs).
Tokenized real-world assets (cars, properties, certificates).
Conditional rules for automated execution (insurance, lending,
marketplaces).

Instead of simply transferring value, Ethereum enables distributed
computation, where every node executes the same program and
validates the same result.

Smart Contracts – Programs on the Blockchain

A Smart Contract is not a legal document, but a self-executing program
that runs on the blockchain.



It encodes conditions:
“If event X happens, then perform action Y.”

Once deployed, it becomes immutable and autonomous, executing
independently of the original creator.

Example – Decentralized Insurance

A car insurance contract could link with IoT sensors.
If an accident is detected → the smart contract automatically
releases funds.
Even if the insurance company shuts down, the contract continues to
operate.

Ethereum – The First General-Purpose Blockchain

Launched in 2015 by Vitalik Buterin, Gavin Wood, Charles Hoskinson,
and Joseph Lubin, Ethereum extended blockchain functionality
beyond payments.
Unlike Bitcoin, which is optimized for financial transfers, Ethereum was
built as a general-purpose decentralized computer.

⚡ Developer Insight

“This is the true innovation — shifting from trust in institutions to trust in
code. But the quality of the contract depends entirely on the developer’s
ability to write secure logic. A single vulnerability (e.g., The DAO hack of
2016) can compromise millions”

The Ethereum Virtual Machine (EVM)

The EVM is the runtime environment that executes smart contracts.
It acts as a distributed computer, replicated across thousands of
nodes worldwide.
Supports multiple implementations (Go, C++, Python, Java).
Contracts are written in Solidity, a domain-specific language similar
to JavaScript/C++.



⚡ Developer Insight

Ethereum smart contracts redefine what we consider “applications.”
Instead of being hosted on AWS or Google Cloud, they are hosted across
thousands of nodes. This brings censorship resistance and transparency,
but also performance and scalability challenges — which lead us to the
rise of Layer 2 solutions and alternative blockchains.

“Bitcoin is digital gold: simple, robust, secure, but limited in flexibility.
Ethereum is decentralized infrastructure: programmable, flexible, but
more complex and vulnerable to bugs.

Bitcoin vs Ethereum – Key Distinctions

TSmart Contracts = The Operating System of Web3

With smart contracts, we can build:
DeFi protocols (Uniswap, Aave).
NFT ecosystems (OpenSea, gaming).
DAOs (Decentralized Governance).
Decentralized platforms (Uber, Airbnb alternatives).

This is why Ethereum is often called the “World Computer.”



CHAPTER 9

Governance in
Blockchain

In the previous chapter, we explored how smart contracts and the
Ethereum Virtual Machine turned blockchains into programmable
platforms. But a blockchain is not only about code and consensus —
it is also about people.

Governance is the transversal layer of blockchain architecture,
integrating human decision-making with decentralized infrastructure.
Without people, no protocol evolves. Without governance, no
blockchain survives.

What is Governance in Blockchain?

Governance is the set of rules, processes, and actors that decide how
a blockchain evolves.

It spans both on-chain and off-chain dimensions:

On-chain governance: encoded into the blockchain itself (e.g.,
voting with tokens, DAO proposals).
Off-chain governance: discussions, community alignment,
developer decisions, and human consensus outside the code.

In practice, governance is about the community:

Developers maintaining and upgrading protocols.
Validators and miners securing the network.
Users interacting with wallets and dApps.
Educators and advocates spreading knowledge.



⚡ Developer Insight

Governance isn’t a “feature” — it is the social layer of the blockchain.
Every line of code, every protocol upgrade, every fork is shaped by
governance processes.

A blockchain is a living system. Bugs appear, threats emerge,
scalability needs increase. Without governance, the protocol would
stagnate.

Governance enables:
Error correction (e.g., patching vulnerabilities).
Protocol upgrades (e.g., Ethereum’s move from Proof of Work to
Proof of Stake).
Coordination of incentives (miners, validators, developers, users).

Why Governance Matters

Example:

Bitcoin’s block size debate (2015–2017) led to the creation of Bitcoin
Cash — a hard fork caused by governance disagreements.

Ethereum’s DAO hack (2016) forced the community to decide: roll
back the chain or respect immutability. The split created Ethereum
and Ethereum Classic.



⚡ Developer Insight

As builders, we must design protocols with governance in mind. A brilliant
codebase can fail if governance is weak. Sustainable blockchains balance
both models: on-chain mechanisms for clarity, off-chain channels for
adaptability.

Strategic View:

 This shift is not just technical; it’s political and social. Moving from
centralized control (Web2) to decentralized governance (Web3)
redefines power structures in the digital world.

Governance is not only about votes and proposals — it is also
influenced by the network architecture.

P2P vs Client-Server: Governance by Architecture

Client-Server Model (Web2)

Centralized authority (a company, institution).

Easy coordination, low latency.

But: single point of failure, censorship risk, legal vulnerability.

Peer-to-Peer Model (Web3)

No central server; every node is both client and server.

Resilient to censorship and failures (network persists even if some
nodes leave).

But: higher latency, harder coordination, complex communication
paths.



Governance as a Key Metric for Evaluating Projects

When analyzing blockchain projects, governance is a fundamental pillar:

1.Developer activity – Is the codebase being maintained?
2.Validator/miner engagement – Are there enough incentives for

security?
3.User adoption – Is the community active and growing?
4.Decision-making processes – Is governance transparent and

credible?

Investor/Builder Insight:

 A project without strong governance is fragile. No matter the hype, if
governance is weak, the project will collapse when faced with crises.

Emergence of New Blockchains

 After Bitcoin and Ethereum, thousands of blockchains emerged, each
with different governance models:

Litecoin (faster transactions, minor upgrades).
Ripple/XRP (bank-focused, semi-centralized validators).
Dash (on-chain treasury governance).
Polkadot & Cosmos (interoperability with strong governance
frameworks).

Observation:

 Innovation in blockchain governance is as important as innovation in
consensus. The way a community self-organizes often determines the
longevity of a project.



CHAPTER 10

Cryptoassets,
Tokenization,
Wallets & Custody

In the last class, we explored governance structures in blockchain, the
role of communities, and the difference between client-server vs
peer-to-peer architectures. Now, we move deeper into the practical
side of Web3: cryptoassets, tokens, tokenization, and wallets.

From “Cryptocurrency” to “Cryptoasset”

The term cryptocurrency emerged with Bitcoin, where users could
transact BTC like money.

However, academics and economists argue that not all cryptos are
true “currencies” because they often fail to meet the three functions
of money:

Store of value
Unit of account
Medium of exchange

Therefore, the more accurate term is cryptoasset, since these digital
instruments represent value but are not always “money” in the
economic sense.

Observation:

 When designing blockchain products, it’s better to think in terms of
cryptoassets — digital representations of value — rather than limiting
everything to the category of “currency.”



What are Tokens?

A token is the digital representation of an asset.
Each blockchain may have a native token:

Bitcoin → BTC
Ethereum → ETH

But tokens can also be created on top of existing blockchains via
smart contracts. Example: an ERC-20 token on Ethereum.

Fungible vs Non-Fungible Tokens

Fungible tokens (FTs): divisible and interchangeable.

Example: 2 × $5 bills = 1 × $10 bill.
Cryptos like BTC or ETH are fungible.

Non-Fungible Tokens (NFTs): unique, indivisible, with subjective value.

Example: Real estate, art, collectibles, in-game items.
Two houses with the same floor plan may have different market
values due to location.

Tokenization

Definition: The process of representing real-world assets on
blockchain.

Examples of tokenized assets:
Real estate
Company shares
Cars, jewelry, patents, royalties
Digital goods: game skins, music rights, virtual land



Benefits of Tokenization

Fractional Ownership – A house can be split into 1,000 shares, each
tradable.
Democratized Access – Small investors can participate in markets
once restricted to large institutions.
Transparency – Blockchain ensures full history of ownership and
transfers.
Efficiency – Reduction of intermediaries (brokers, registrars,
custodians), lowering costs.
Strategic View:
 Tokenization is not just about assets — it’s about liquidity creation.
Anything that is illiquid in Web2 (real estate, art, royalties) can be
made liquid in Web3.

Creation & Distribution of Tokens

Two main categories:
Native Tokens

Created at the protocol level (Bitcoin, Ethereum).
Distribution:

Proof of Work (miners receive rewards).
Proof of Stake (validators receive staking rewards).

Smart Contract Tokens
Created on existing blockchains via programmable contracts.
The issuer sets rules:

Fixed supply vs inflationary.
Burn/mint mechanisms.
Utility (governance, payment, access, etc.).

⚡ Developer Insight

Tokenization is not just about assets — it’s about liquidity creation.
Anything that is illiquid in Web2 (real estate, art, royalties) can be made
liquid in Web3.

Example:
 A startup could launch its own ERC-20 token, defining supply, utility, and
governance rules entirely via smart contracts.



Price vs Value of Tokens

Value is subjective:
Emotional (a necklace gifted by your grandmother).
Functional (a gaming token only valuable to active players).
Governance or utility (DAO voting tokens).

Price is market-driven:
Supply and demand dynamics.
Market speculation.
Regulatory environment.

Wallets & Custody

Core Concept
Wallets don’t store tokens — tokens live on the blockchain.
Wallets store the private keys that allow you to spend or transfer
those tokens.
Rule: Not your keys, not your coins.

Types of Wallets
1.Hot Wallets (Online)

Software wallets connected to the internet (apps, browser
extensions).
Pros: convenient, fast transactions.
Cons: vulnerable to hacks, phishing, malware.

2.Cold Wallets (Offline)
Hardware wallets (Ledger, Trezor) or paper wallets.
Pros: more secure, keys offline.
Cons: less convenient for frequent transactions.

3.Paper Wallets
Generated private/public key pair printed on paper.
Extremely secure if generated offline, but risky if generated on
malicious sites.

⚡ Developer Insight

Always distinguish between intrinsic value (utility, governance rights,
adoption) and market price (speculation, hype cycles).



Strategic Risk Note:

 Leaving assets on exchanges means you don’t control the keys. If the
exchange fails (like Mt. Gox or FTX), you lose funds.

Custody Models

Self-Custody
You hold your private keys.
Maximum sovereignty, maximum responsibility.

Third-Party Custody
Banks, exchanges, or custodians hold your keys.
Convenience, but risk of losing control if the custodian fails.

⚡ Developer Insight

For the first time in history, individuals can be their own bank with a USB-
sized device — no government, no institution, no intermediary required.

Cryptoassets → broader and more accurate term than
cryptocurrencies.
Tokens → digital representations of assets (fungible or non-fungible).
Tokenization → bridges real-world assets into blockchain, enabling
liquidity and fractionalization.
Creation/Distribution → native (protocol-level) vs smart contracts
(programmable).
Price vs Value → differentiate between intrinsic utility and market
speculation.
Wallets & Custody → private keys are everything; exchanges ≠
wallets.



CHAPTER 1 1

Types of Tokens:
Payment & Securities

In the previous chapter, we covered cryptoassets, tokenization,
wallets, and custody.

Now, we move forward to the classification of tokens, focusing on
payment tokens, security tokens, and the comparison between IPOs
and ICOs.

Payment Tokens

Definition: Tokens primarily used as a means of payment.
Example: Bitcoin (BTC) can be used to pay for goods and services.
In practice, any token could be accepted as payment, if both parties
agree.

Why Payment Tokens Matter:

 They enable borderless transactions (local, national, global).
Solve the financial exclusion problem – millions without access to
bank accounts can transact via mobile + internet.
Reduce dependency on intermediaries.

Examples:

Bitcoin (BTC) – the first decentralized payment token.
Litecoin (LTC) – optimized for faster transactions.
Stablecoins (USDT, DAI, USDC) – pegged to fiat currencies, widely
used in DeFi and remittances.



Payment tokens forced the traditional financial system to modernize.

After Bitcoin’s emergence, banks implemented APIs, Open Banking,
instant transfers (e.g., PIX in Brazil).
Even those not using Bitcoin still benefited indirectly.

An asset is a security if:
1.There is an investment of money.

2. In a common enterprise.
3.With expectation of profit.
4.From the efforts of a third party.

CBDCs (Central Bank Digital Currencies)

Governments responded with their own digital currencies.
Example: Brazil’s “Real Digital”, already in development.
Pros:

Efficiency in tax collection.
Faster, programmable money.

Cons (from a Web3 perspective):
Centralization
Surveillance & intervention
Loss of financial sovereignty

Security Tokens

Definition (US): Regulated by the SEC (Securities and Exchange
Commission).
Definition (Brazil): Regulated by the CVM (Comissão de Valores
Mobiliários), equivalent to the SEC.
A security is any instrument that represents an investment contract,
where the investor expects profit from the efforts of others.

Howey Test (simplified)



A token may be a security if:

It involves capital contribution.
Managed by a third party.
Aimed at profit/financial return.
Investors assume risk of loss.

Examples:

Tokenized company shares
Profit-sharing NFTs
Investment DAOs

Traditional finance model.
Company sells shares in stock exchanges.
Requires:

Legal entity (S.A. / Inc.)
Audited financial reports
Regulatory approval (CVM/SEC)

Pros: investor protection, credibility.
Cons: bureaucracy, high cost, slow process.

Brazilian Law – CVM criteria (simplified):

IPO vs ICO

IPO (Initial Public Offering)

If you create a token with profit expectation, you’re likely entering
security territory. That means compliance with CVM/SEC rules is
mandatory.



Web3 alternative to IPO.

Company issues tokens (via smart contracts) and sells them to raise
funds.

Pros:

Borderless, fast, accessible.
Democratizes fundraising.

Cons:

Lack of regulation → scams, rug pulls, Ponzi schemes.
2017–2018 ICO boom = many fraud cases.

Payment Tokens – borderless money (BTC, LTC, stablecoins).
CBDCs – state-backed digital currencies, opposite of crypto ethos.
Security Tokens – regulated assets (investment contracts, shares,
profit tokens).
Regulation – SEC (US) and CVM (Brazil) define securities.
IPO vs ICO – Traditional regulated fundraising vs decentralized token
sales.

Strategic View:
IPO = regulated trust, high barriers to entry.
ICO = decentralized crowdfunding, high risk/reward.

ICO (Initial Coin Offering)

Recap



CHAPTER 12

Asset-Backed Tokens
& Stablecoins

In the previous session, we discussed Payment Tokens, Securities,
and the comparison between IPO vs. crypto-assets issuance.

Now we dive into two of the most practical categories in blockchain:
Asset-Backed Tokens and Stablecoins.

Definition

A token that is collateralized by a real-world asset.
Represents ownership or claim over physical items, digitalized into
the blockchain.

Examples of underlying assets

Real estate (tokenized properties).
Vehicles.
Commodities (soy, gold, silver, oil).
Precious goods (jewelry, art, collectibles).

Benefits

Accessibility & Democratization – investors can purchase fractions of
high-value assets.
Liquidity – easier to sell a token than the actual physical asset (e.g.,
soy sacks in storage).
Granularity – enables fractional ownership, lowering entry barriers.

Asset-Backed Tokens



Use Case Example

A token could represent a specific lot of soy harvested in Mato
Grosso, 2022, second cycle.
Instead of trading the physical sacks, investors can trade the token.

Why Stablecoins Exist?

Crypto markets are extremely volatile.
Investors need an anchor to avoid losing value during sudden price
drops.
Stablecoins peg their value to fiat currencies (USD, EUR, BRL) or other
stable assets.

Types of Stablecoins

A. Centralized Stablecoins
Issued by companies that must prove reserves in fiat or assets.
Examples:
USDT (Tether).
BUSD (Binance USD).
Mechanism: for every 1 token issued, there should be 1 USD (or
equivalent) in reserves.
Risk: lack of transparency – issuers may print more tokens than they
hold in reserves, undermining trust.

B. Decentralized Stablecoins
Backed by crypto collateral locked in smart contracts.
Example: DAI (by MakerDAO).
Mechanism:

User deposits ETH as collateral.
Smart contract issues DAI (1 DAI ≈ 1 USD).
To avoid liquidation, only ~60% of the deposited value can be
withdrawn in DAI.

Liquidation risk:
If ETH price drops and collateral < minted DAI, the smart contract
automatically sells collateral to maintain the peg.

Stablecoins



Comparative Analysis

Strategic Insights

Asset-Backed Tokens democratize access to markets (real estate,
commodities), but rely on trust in custodians and legal frameworks.
Centralized Stablecoins are easy to use, liquid, but carry custodial risk
(audit transparency).
Decentralized Stablecoins provide censorship resistance and
transparency but depend heavily on over-collateralization and
market stability.

Asset-backed tokens = digital representation of real-world assets.
Stablecoins = price-stable crypto assets used as a hedge against
volatility.
Two stablecoin models: Centralized (USDT, BUSD) vs Decentralized
(DAI).
Key risks: trust in reserves (centralized) vs liquidation risk
(decentralized).
Both models play a crucial role in bridging traditional finance and
crypto ecosystems.

Recap



CHAPTER 13

NFTs (Non-Fungible
Tokens)

In the last class, we studied Asset-Backed Tokens and Stablecoins.

Now we move on to NFTs – Non-Fungible Tokens, one of the most
disruptive innovations in blockchain.

What is an NFT?

NFT = Non-Fungible Token, a unique digital asset.
Unlike fungible tokens (e.g., Bitcoin, ETH, USDT), where one unit is
always equal to another, NFTs are not interchangeable.
Trading one NFT for another is an exchange of uniqueness, not
equivalence.

What NFTs Can Represent

Digital Artworks
Gaming Items: characters, skins, weapons, assets
Music & Media: songs, videos, exclusive content
Collectibles: trading cards, memorabilia, digital avatars
Real-World Assets:

Real estate (tokenized properties)
Vehicles
Jewelry, fashion (sneakers, watches)
Horses, luxury goods

Virtual Lands: Metaverse properties, plots in Decentraland or Sandbox



Centralized vs. Decentralized NFTs

Benefits for the Value Chain

Centralized NFTs

Issued/registered by traditional authorities:

Real estate registered in government land registries.
Cars in national vehicle databases.
Certification authorities or banks acting as custodians.

Decentralized NFTs

Recorded directly on the blockchain.

Benefits:

Global availability: transactions possible 24/7, not restricted to
business hours.
Censorship resistance: no intermediary can block transfers.
Full traceability: history of ownership, transactions, and changes
can be tracked on-chain.
Immutable registry: tamper-proof proof of authenticity.

Transparency in ownership and provenance.

Continuous record of all changes since minting.

Example: a tokenized car NFT could show:

All previous owners.
Maintenance history.
Authenticity of parts replaced.

This enhances trust and long-term value in markets where fraud and
opacity are common.



Famous Examples of NFTs

Recap

CryptoKitties (early experimentation with uniqueness, 2017).
CryptoPunks (pixel-art collectibles, cultural value).
Bored Ape Yacht Club (BAYC) (status symbol, community access).
Virtual lands (Decentraland, Sandbox).

Strategic Takeaways

NFTs expand blockchain beyond finance into culture, art,
entertainment, real estate, and identity.

The model bridges both digital-native assets and real-world
tokenization.

Value depends on:

Utility (what can I do with this NFT?).
Scarcity (how many exist?).
Community & recognition (is it desirable?).

NFTs are unique, non-fungible tokens with exclusive characteristics.
They can represent both digital-native assets and real-world
tokenized assets.
Centralized NFTs rely on traditional institutions; decentralized NFTs
leverage blockchain for transparency and global access.
Famous NFT collections (CryptoKitties, CryptoPunks, BAYC)
demonstrate their cultural and financial impact.
NFTs are a key step in extending blockchain to ownership, identity,
and cultural value.

These are 100% digital-native assets, where valuation depends heavily on
utility, rarity, and community recognition.



CHAPTER 14

Utility, Membership
& Governance
Tokens

In the previous chapter, we studied NFTs (Non-Fungible Tokens).
Now, we’ll dive into three new categories:

Utility Tokens
Membership Tokens
Governance Tokens

Utility Tokens

Definition: Tokens that provide access to a product or service, either
immediately or in the future, within the project ecosystem.

Analogy: Similar to airline miles or loyalty programs.
You accumulate points (or tokens) that can be exchanged for
products, services, or discounts.

Advantages over Traditional Loyalty Systems

True Ownership: Users own the tokens, not the company.
Independent of Issuer:

If the company goes bankrupt, tokens can still exist and be
traded.
Competing companies may accept them to attract new
customers.

Secondary Market: Tokens can be freely traded between users.
Smart Contracts: Automate functionalities like transfers, redemptions,
and service integration.

Utility Tokens empower users with control, liquidity, and co-creation
opportunities.



Membership Tokens

 Definition: Tokens that grant exclusive access to communities, clubs,
or services.

Examples:

Sports clubs (e.g., Flamengo Fan Token, Barcelona, PSG, Juventus).
Artist fan communities (music, movies, influencers).
Private online groups or closed communities.

Advantages over Traditional Loyalty Systems

True Ownership: Users own the tokens, not the company.
Independent of Issuer:

If the company goes bankrupt, tokens can still exist and be
traded.
Competing companies may accept them to attract new
customers.

Secondary Market: Tokens can be freely traded between users.
Smart Contracts: Automate functionalities like transfers, redemptions,
and service integration.

Key Features

Typically built on ERC-20 standard (fungible tokens on Ethereum).

Provide access rights (e.g., tickets, content, benefits).

Strengthen engagement and loyalty among fans/supporters.

Depending on structure, regulators (like the SEC or CVM) may
consider these securities.
Legal guidance is recommended before issuing or selling these
tokens.

⚠️ Regulation Alert:



Governance Tokens

Definition: Tokens that give holders the right to participate in
decision-making within a protocol, DAO, or decentralized platform.

Functionality:

Propose changes.
Vote on upgrades, fees, or community rules.
Shape the future of the ecosystem.

Examples

MakerDAO (MKR):

Holders vote on decisions related to the DAI stablecoin.
Example: adjusting collateralization rules or monetary policy.

Arbitrum (ARB):

Layer 2 governance where token holders direct development and
ecosystem incentives.

Concept of DAOs (Decentralized Autonomous Organizations)

A DAO works like a decentralized cooperative, where governance
tokens act as voting rights.

Members collaboratively decide the direction of the project.

👉 Governance Tokens = Community-driven control, replacing
centralized management.



Strategic Insights

Utility Tokens → Enable real-world use cases (services, loyalty,
markets).

Membership Tokens → Foster exclusivity and engagement in fan
bases and communities.

Governance Tokens → Introduce decentralized decision-making and
empower collective ownership.

Together, they transform users from passive consumers into active
stakeholders.

Recap

Utility Tokens = Access to services/products, similar to miles & loyalty
points, but owned by users.

Membership Tokens = Exclusive access to clubs, artists, and
communities.

Governance Tokens = Participation in protocol or DAO decision-
making.

These tokens push Web3 towards a new paradigm of user
empowerment and decentralization.



CHAPTER 15

Risks and Challenges
of Blockchain &
Web3

We explored Utility, Membership, and Governance Tokens.
Now, we’ll examine the risks and challenges that blockchain faces on
its path toward mass adoption

Platform Risks

Definition: Dependence on the underlying blockchain infrastructure.

Example: If you build on Ethereum, changes in fees, consensus model,
or roadmap decisions may disrupt your business.

Risk: A protocol decision (e.g., moving back to Proof of Work,
increasing gas fees) could invalidate your product or service model.

Systemic Risks

Congestion:

Network overload during peak events (e.g., mass sell-offs).
High fees + failed or delayed transactions.

Mass Liquidations:

In DeFi, collateralized positions can be liquidated if network
congestion prevents timely withdrawals.

👉 Result: Losses due to factors outside your direct control.



Smart Contract Risks

Immutability: Once deployed, code can’t be altered.

Bugs: All software contains vulnerabilities—once on-chain, they are
permanent.

Even with upgradeable contracts, risks remain.

Key takeaway: auditing and testing are mandatory before
deployment.

Centralization vs. Decentralization Risks

Centralization Pros: Efficiency, speed, easier governance.

Cons: Single points of failure, censorship, abuse of power.

Decentralization Pros: Transparency, resilience, censorship-
resistance.

Cons: Slower governance, coordination failures, attack surfaces.

The balance depends on architecture and business model.

Governance Risks

Capture of Decision-Making: A group with aligned interests can take
over governance.

DAO freezes & interventions: Some blockchains (e.g., Binance Smart
Chain, Solana, EOS) have paused operations to handle bugs or
attacks.

Risk: Trust erosion if governance is not transparent and resilient.



Core Challenges of Blockchain Technology

a) Scalability

  More users = higher congestion, longer validation times, and
increased fees.

Unsolved scalability hinders mass adoption.

Opportunity: Layer 2s, sharding, rollups.

b) Privacy

Public blockchains expose full transaction history.

If an address is linked to your identity, your financial life is
transparent.

Regulatory pressure pushes for KYC (Know Your Customer), reducing
anonymity.

c) Security & Crime

Scams, hacks, phishing, rug pulls are widespread.

Risk factors:

Poor key management.
Using compromised wallets.
Interacting with unaudited protocols.

Opportunity: Cybersecurity & compliance roles in Web3 are in high
demand.

d) Energy Inefficiency

Proof of Work (Bitcoin) = energy-intensive by design.

Proof of Stake (Ethereum) reduced consumption drastically.

Debate continues over sustainability vs. security trade-offs.



e) Regulation & Lobbying

Cripto assets combine features of commodities, securities, and
currencies, making regulation complex.

Governments must adapt legal frameworks to avoid stifling
innovation.

Lobbying is crucial: regulations must protect consumers without
killing entrepreneurship.

f) User Inexperience (UX Issues)

Web3 tools are still highly technical and unintuitive.

Mainstream users expect simplicity like Web2 apps (e.g., iFood, Uber).

Opportunity: UX & product design that bridges security + usability.

Strategic Insights

Blockchain is not perfect—it faces:

Technical (scalability, security).
Social (governance, adoption).
Regulatory (compliance, lobbying).

But risks = opportunities:

Scalability → New protocols & L2 solutions.
Privacy → ZK technologies & compliant anonymity.
Security → Specialized careers in auditing & compliance.
UX → Next billion users onboarded.

Recap

Platform Risks = Dependency on protocol decisions.
Systemic Risks = Congestion, liquidations.
Smart Contract Risks = Bugs, immutability.
Governance Risks = Capture, freezes, manipulation.
Challenges = Scalability, privacy, security, regulation, UX.



CHAPTER 16

Public vs. Private
Blockchains

We studied the risks and challenges of blockchain and Web3.
Now, we’ll compare Public Blockchains and Private (Permissioned)
Blockchains.

What Defines Permission?

Permissions = rights to:

Participate in the network.
Validate transactions.
Publish or interact with smart contracts.

Two major categories emerge:

Public Blockchains
Private / Permissioned Blockchains

Public Blockchains

Examples: Bitcoin, Ethereum.

Characteristics:

Open to anyone (permissionless).
Users can run nodes, send transactions, or deploy smart
contracts.
Pseudonymous access (public addresses, no ID required).
Governance based on incentives & game theory to align
participants.
Security and sustainability via Proof of Work or Proof of Stake.



Pros:

Decentralization.
High transparency.
Immutability (virtually impossible to change history).

Cons:

Low scalability (limited TPS).
High latency (e.g., Bitcoin block time = 10 minutes).
High fees in periods of congestion.

Private / Permissioned Blockchains

Examples: Hyperledger, R3 Corda, Quorum.

Characteristics:

Access restricted via whitelists (known participants only).
No need for strong game-theoretic consensus (fewer attack
risks).
Consensus via lighter algorithms: PBFT (Practical Byzantine Fault
Tolerance), Proof of Authority.
Often no native token (focus is on information sharing).

Use Cases:

Supply chain (Walmart logistics).
Banking consortia.
Enterprise data sharing.

Pros:

High scalability (thousands of TPS).
Low latency (milliseconds).
Lower transaction costs.
Easier to comply with regulatory/audit requirements.

Cons:

Centralization (controlled by a company/consortium).
Lower immutability (data may be arbitrated or altered).
Requires strong governance and maintenance.



Direct Comparison

Strategic Insights

Public Chains → trustless, open innovation, suitable for money, DeFi,
and global applications.

Private Chains → controlled, efficient, suited for enterprises needing
privacy and speed.

The choice depends on the business case:

If you need trustless, censorship-resistant systems → Public.
If you need scalability and controlled governance → Private.

Recap

Public Blockchains: open, transparent, decentralized, but less scalable.
Private Blockchains: permissioned, faster, scalable, but more
centralized.
Both models coexist, serving different needs in the blockchain
ecosystem.



Pros:

Decentralization.
High transparency.
Immutability (virtually impossible to change history).

Cons:

Low scalability (limited TPS).
High latency (e.g., Bitcoin block time = 10 minutes).
High fees in periods of congestion.

Private / Permissioned Blockchains

Examples: Hyperledger, R3 Corda, Quorum.

Characteristics:

Access restricted via whitelists (known participants only).
No need for strong game-theoretic consensus (fewer attack
risks).
Consensus via lighter algorithms: PBFT (Practical Byzantine Fault
Tolerance), Proof of Authority.
Often no native token (focus is on information sharing).

Use Cases:

Supply chain (Walmart logistics).
Banking consortia.
Enterprise data sharing.

Pros:

High scalability (thousands of TPS).
Low latency (milliseconds).
Lower transaction costs.
Easier to comply with regulatory/audit requirements.

Cons:

Centralization (controlled by a company/consortium).
Lower immutability (data may be arbitrated or altered).
Requires strong governance and maintenance.



CHAPTER 17

DLTs, R3 Corda, and
Hyperledger 

We studied the differences between Public and Private Blockchains.
Key distinctions: permissionless, open participation vs. permissioned,
controlled access.
Now: a focus on Hyperledger Project and DLTs (Distributed Ledger
Technologies).

What is Hyperledger?

Hyperledger = a framework of open-source tools for building custom
blockchain/DLT solutions.

Purpose: develop enterprise-grade private/permissioned blockchains
without starting from scratch.

Maintained by: Linux Foundation, supported by major corporations:
IBM, Accenture, American Express, Cisco, Intel, JPMorgan, and more
(200+ partners).

Designed to serve industries such as:

Logistics & Supply Chains
Trade & Commerce
Financial Services
Industrial & Service Sectors
Governance and Identity



Hyperledger Tools & Frameworks

Hyperledger is not a single blockchain but a suite of projects, each with a
specific purpose:

Hyperledger Fabric → Modular framework for building enterprise
blockchain solutions (most popular).

Hyperledger Besu → Ethereum client for enterprise, supports both
public and private chains.

Hyperledger Indy → Focused on decentralized identity solutions.

Hyperledger Iroha → Designed for infrastructure projects, mobile-
friendly, simple architecture.

Hyperledger Aries, Sawtooth, Burrow, etc. → Each solving specific
business or governance needs.

👉 Recommendation: Focus on Fabric and Besu first, as they dominate in
adoption and relevance.

Why Hyperledger?

Unlike public blockchains (Bitcoin, Ethereum), Hyperledger is
optimized for enterprises:

Controlled participation (whitelists).
High scalability (thousands of TPS).
Low latency (milliseconds).
Industry compliance (auditability, identity management).

Sometimes referred to as DLT (Distributed Ledger Technology)
instead of “blockchain.”

Debate: some avoid the word blockchain when it’s
private/permissioned.
Simplified view:

Public Blockchain vs. Private Blockchain/DLT.



Connection to R3 Corda

R3 Corda = another private blockchain/DLT platform.

Designed for financial services but extended to supply chain and
trade. 

Like Hyperledger, emphasizes permissioned access, privacy, and
scalability.

Summary

Hyperledger = toolbox for building custom private/permissioned
DLTs.

Key frameworks: Fabric, Besu, Indy, Iroha.

Backed by Linux Foundation + global industry leaders.

Strategic fit: enterprise-level blockchain applications (finance, supply
chains, identity, governance).

Strategic Value of Hyperledger

Open-source & modular → reduces cost of development.

Enterprise-oriented → tailored for supply chain, banking, and
corporate governance.

Ecosystem support → backed by global corporations and
communities.

Customizable → solutions built specifically for unique business
models.



CHAPTER 18

Blockchain Use Cases
in Web3: Business
Models

We explored Hyperledger and other DLTs (Distributed Ledger
Technologies).
Saw how private and permissioned blockchains are built with
frameworks like Hyperledger and R3 Corda.
Now: focus on real-world use cases already running on Web3.

Financial Applications

R3 Corda → enterprise-grade framework for finance, insurance, and
logistics. Backed by AWS, Intel, Microsoft, PayPal, and others.

Prediction Markets (Augur, etc.)

Users earn rewards for correct predictions.

Examples: financial markets, sports betting, political events, social
trends.

Essentially decentralized betting on the future.

Digital Identity Use Cases

OriginalMy (Brazil) → founded by Edilson Osório.

Provides proof of authorship and digital signatures.
Enables secure access to both physical and digital environments.



Certify & Veramo (formerly uPort) → focus on:

Data portability
Privacy
Decentralized Identifiers (DIDs)
Web3 login (login with wallet/private key instead of
Google/Facebook).

Global Passport → targeting vulnerable populations (women, children,
refugees).

Offers education, employability, healthcare, food security, legal aid.
Provides a global blockchain-based identity for inclusion.

Governance & Democracy Use Cases

Proof of Humanity (PoH)

Human identity verification on-chain.
Supports UBI (Universal Basic Income) distribution.

Holacracy.org

Framework for horizontal organizations.
Moves from centralized CEO-driven structures → collaborative
governance.
Provides a constitution as a base for decentralized organizational
models.

Estonia e-Government

National digital ID system built on blockchain.
Case study of state-level adoption.

Technology & Infrastructure Use Cases

Filecoin / Storj / IPFS

Decentralized file storage.
Users provide disk space and receive tokens in return (P2P cloud).



ENS (Ethereum Name Service)

Decentralized alternative to DNS.
Instead of Google or HostGator, names are managed on-chain.
Focus on: censorship resistance, privacy, and security.

BitClave / BitCV (anti-malware) → distributed cybersecurity models.

Other Emerging Use Cases

Blockchain applications are expanding into:

Insurance

Intellectual property (art, music, content ownership)

Healthcare (secure medical data sharing)

Energy & Climate (carbon credits, renewable tracking)

Agriculture (supply chain transparency)

Education (certificates, diplomas on-chain)

Industry & IoT (secure machine-to-machine transactions)

Key Insights

BBlockchain is no longer just about cryptocurrencies.
Real-world cases already exist in finance, identity, governance, and
technology.
Common patterns:

Decentralization
Disintermediation (removal of middlemen)
Privacy & security improvements
Token-based incentives



CHAPTER 19

How to Create Your
Own Web3 Blockchain
In this chapter, I’m mapping how to create a blockchain/Web3 solution
from scratch, focusing on stakeholders, opportunities, uncertainties, and
risks.

Stakeholders

Application Layer

Entrepreneurs / Startups → build products & services, driven by
mission + profit.
Corporations / Institutions → adopt blockchain to cut costs, optimize
processes, improve efficiency → always profit-driven.
Consumers → adopt products/services to save money or improve
efficiency.
Investors (VCs, funds) → provide capital to scale businesses, expect
ROI.

Network & Infrastructure

Exchanges & traders → provide token access, speculate, profit.
Miners / validators → secure the network, validate transactions, earn
rewards.

Protocol Layer

Academia → research, knowledge, education.
Builders / Developers → design protocols, build smart contracts,
evolve the ecosystem. Motivations: curiosity, career growth, money.



Potential Advantages

Reduce intermediaries → direct peer-to-peer trust.
Neutrality in agreements.
Automation via smart contracts.
Lower costs in transactions.
Security, transparency, robustness → built-in cryptography +
decentralization.
Censorship resistance (good or bad depending on the case).

Uncertainties & Risks

Legal & regulatory: no global consensus yet.
Complexity: steep learning curve for tech + adoption.
Paradigm shift: society is used to centralization; Web3 pushes
decentralization and personal responsibility.
Talent shortage: blockchain devs are expensive → opportunity if I
specialize.
Transaction fees: unpredictable in public chains.

Open Issues

Scalability & latency: TPS limits, especially on public chains.
Sustainability: PoW is energy-hungry, inefficient by design.
Quantum computing: future threat to current cryptography.
Privacy & security: custody of assets is still fragile.
Integration with AI & Big Data: huge untapped opportunity.

My Takeaways

Building a Web3 business means balancing innovation with regulation,
scalability, and user trust.
Specialization in this area = high-value opportunity since skilled talent
is rare.
Next step: study frameworks to analyze blockchain solutions
technically + build my own Business Model Canvas for Web3 projects.



CHAPTER 20

Critical Analysis of
Blockchain Solutions
& Business Models
This final chapter closes my journey through blockchain fundamentals.
Here, I’ll outline a framework for critically analyzing blockchain-based
solutions and business models — both for building from scratch and for
evaluating existing projects.

Framework for Analysis

1. Trust Requirements

Third-party trust:

Public blockchains remove centralized trust intermediaries.
Permissioned blockchains reduce dependency.
Centralized servers always rely on trusted operators.

Auditability:

High in blockchains (public or permissioned).
Medium to high in centralized systems, depending on
implementation.

Immutability:

Public & permissioned blockchains ensure immutability.
Centralized systems = medium immutability, depending on
processes.



Multi-agent collaboration:

Safe and verifiable in blockchains.
Risky in centralized systems without proper safeguards.

P2P transactions:

Easy on blockchains.
Hard with client-server, since servers act as intermediaries.

Traceability & verifiability:

Native in blockchains.
Weak in centralized systems without auditing processes.

Conclusion: If trust minimization is a core requirement → blockchain
makes sense. If not → a traditional system might be simpler and cheaper.

Contextual Requirements

Attestability: Blockchains ensure chronological integrity. Centralized =
risk of fraud.

Transparency: Strong in blockchains, weak in closed centralized
systems.

Security: Native in blockchains. Centralized = depends heavily on
design.

Privacy:

Public blockchains → variable (some high, some none).
Permissioned → medium (requires identity checks).
Centralized → can be low if not designed with privacy-first.

Key point: If security, transparency, or privacy are mandatory →
blockchain is usually justified.



Performance Requirements

Latency & speed:

Public blockchain = high latency, low speed.
Permissioned blockchain = medium.
Centralized = best performance.

Maintenance costs:

Blockchains = expensive (network-wide upgrades).
Centralized = cheaper with cloud providers.

Redundancy:

Blockchains = built-in.
Centralized = optional, depends on architecture.

Scalability:

Public blockchain = low.
Permissioned = medium.
Centralized = high, especially with cloud elasticity.

Insight: Blockchain isn’t about performance — it’s about trustless
reliability.

Consensus Requirements

Community engagement:

Blockchains rely on participation (validators, miners, stakers).

Centralized systems don’t need community engagement.



Validation nodes:

Blockchains = high need for decentralized verification.
Centralized = low, usually invisible to end-users.

Automation across untrusted actors:

Blockchains excel in automating trustless interactions.
Centralized = possible, but requires strong governance.

Checklist Before Using Blockchain

Does the process involve repetitive, automatable tasks?
Are there continuous processes requiring uninterrupted tracking?
Are there multiple stakeholders or organizations involved?
Is there a transfer of value or digital assets?
Is immutability critical?

If the answer is “yes” to most → blockchain may be a fit.
 If not → centralized systems might be more efficient.

⚠️ Beware of “overengineering”: Don’t use a bazooka to kill a mosquito.
Blockchain is not a silver bullet.

Blockchain Business Model Canvas (BM Canvas)

For startups and innovators, adapting the Business Model Canvas to
Web3 is essential. Key elements to define:

Assets: tokens, NFTs, data, or infrastructure.
Stakeholders: users, validators, developers, partners.
Governance: on-chain voting, DAO structures, hybrid governance.
Tech stack: blockchain + AI, IoT, cloud, etc.
Security & scalability requirements.
Revenue model: transaction fees, subscriptions, tokenomics.
Cost structure: development, infrastructure, incentives.

This framework helps structure Web3 ideas beyond hype — focusing on
sustainability and real value.



- MARLON FRADE


